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Note

• CSF is a public document and program, 

developed by the US National Institute of 

Standards and Technology (NIST).

• This presentation includes 

NIST-developed material.
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This Webinar Should Help 

Whether…

• You are thinking about adopting CSF as your 

framework.

• You are a current CSF practitioner.

• You are a reformed practitioner, ready to try for the 

second time.

• Your boss told you to.

• You’re anyplace else along the CSF implementation 

road.
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The Key Value of a Framework

• Establishes a ‘true north.’

– What GAPS do you have?

– Which should you close?

– Which can you live with?

• Serves as a roadmap to get from here to there.

• Helps you develop metrics to measure success.

• Offers a common cyber security language



What a Framework 

Won’t Tell You

• How to enforce policy.

• What technologies to deploy.

• How a cyber security stack fits together.

• Whom to hire.

• Where to get intelligence.

• Or anything else you might need for your 

defense arsenal.
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CSF Helps Organize Your Program
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Isn’t this what 
cyber security 

IS?

ID.AM Asset Management

ID.BE Business Environment

ID.GV Governance

ID.RA Risk Assessment

ID.RM Risk Management Strategy 

ID.SC Supply Chain Risk Management 

PR.AC Identity Management and Access Control

PR.AT Awareness and Training

PR.DS Data Security 

PR.IP Information Protection Processes and Procedures

PR.MA Maintenance

PR.PT Protective Technology 

DE.AE Anomalies and Events

DE.CM Security Continuous Monitoring

DE.DP Detection Processes

RS.RP Response Planning

RS.CO Communications

RS.AN Analysis

RS.MI Mitigation

RS.IM Improvements

RC.RP Recovery Planning

RC.IM Improvements

RC.CO Communications
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Risk Management Strategy (ID.RM): 

The organization’s priorities, constraints, risk tolerances, and 
assumptions are established and used to support operational 
risk decisions.

Your Program Your Organization

Cyber Security is Risk Management



Frameworks Say, Think About Risk

• Risk appetite is the level of uncertainty your organization is willing to accept.  

– If the organization is willing to take on risk, its risk appetite is high.

• Risk tolerance is the specified range of acceptable results.

• Risk threshold is the level of exposure above which risks are addressed and 

below which risks may be accepted.
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Cyber Security Gaps Represent Risk
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Your Current State True North

What To Do With Those GAPs?

• Address the risk.  

• Deploy a compensating control.  

• Transfer the risk.

• Accept the risk.

Current Profile Target Profile

The Gap



Involve Your Stakeholders
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• Cyber security can’t operate in a vacuum.  

It requires purpose.  It works in an organization.

• What does your leadership expect?

• Who are your stakeholders, and what do 

they expect?  

– CFO

– CPO

– Department Heads

– End Users

– Third parties



CSF’s Key Attributes

• Common and accessible language.

• Adaptable.

• Risk-based.

• Based on international standards.

• A living document.

• Guided by many perspectives – practitioners, academia, public sector.
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CSF Has Cousins

CSF includes explicit relationships to other frameworks.



CSF’s Core, Tiers, and Profile

13

• Core
Desired cyber security outcomes organized 
in a hierarchy and aligned to more detailed 
guidance and controls.

• Implementation Tiers
A qualitative measure of organizational 
cyber security risk management practices.

• Profile
Alignment of an organization’s 
requirements and objectives, risk appetite, 
and resources using the desired outcomes 
of the Core.



CSF Core
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Organization of the Core

• Functions

– Identify, Protect, Detect, Respond, Recover

• Categories (example for Protect)

– PR.AC Identity Management and Access Control 

– PR.AT Awareness and Training 

– PR.DS Data Security 

– PR.IP Information Protection Processes and Procedures

– PR.MA Maintenance 

– PR.PT Protective Technology 

• Subcategories

– Detailed recommendations/expectations/standards
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CSF Implementation Tiers

• A qualitative measure of organizational cyber security risk management practices.

• Determine how ‘good’ your program is.

• And how mature it needs to be.
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1
Partial

2
Risk Informed

3
Repeatable

4
Adaptive



CSF Profile

• Alignment of Functions, Categories, and 

Subcategories with business requirements, risk 

tolerance, and resources.

• CSF is not a one-size-fits-all approach to managing 

cyber security risk.  Organizations have unique risks 

– different threats, different vulnerabilities, different 

risk tolerances.

• A profile ensures your reach doesn’t exceed 

your grasp.
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Engaging a Framework

• A framework is more about alignment than 

compliance.

• Don’t bite off more than you can chew.

• Develop your organization’s own, unique Profile.

– Some expectations are unattainable.

– Some organizations are incapable.

– Some goals may be a bridge too far.

– Some stakeholders may want 

something different.

• Establish a target Tier.
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Where to Begin

• Risk assessment.

• Framework selection.

• Activity parsing.

– Who will do what?

– Is there an organizing principle you can employ?

– Responsibilities for an objective may be distributed 
across people and departments 
(i.e., a NOC vs a SOC). 

• Strategy.

• Plan and budget.

• Metrics.
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Organize Your Work in Clusters

CSF’s Core cites multiple examples of good practice for data protection:
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Data Security (PR.DS): Information and 
records (data) are managed consistent 
with the organization’s risk strategy to 
protect the confidentiality, integrity, and 
availability of information. 



Sampling of CSF’s Data Focus

• ID.AM-3: Organizational communication and data flows 

are mapped.

• ID.AM-5: Resources (e.g., hardware, devices, data, 

time, personnel, and software) are prioritized based on 

their classification, criticality, and business value.

• PR.DS-1: Data-at-rest is protected.

• PR.DS-2: Data-in-transit is protected.

• PR.IP-4: Backups of information are conducted, 

maintained, and tested.

• PR.DS-5: Protections against data leaks are 

implemented.

• PR.IP-6: Data is destroyed according to policy.

• DE.AE-1: A baseline of network operations and 

expected data flows for users and systems is 

established and managed.
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Do What You Can, Not More
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Yes, Do Projects that Are… No, Don’t Do Projects that Are…

Low hanging fruit Too expensive

Quick wins Too intensive and distracting

Necessary responses Without resources

Explainable and justified Capable of unintended impacts

Planned and scheduled Without end

Enabling improved cyber security Failing to move your program 
forward

Some CISOs may try to boil the ocean.  Don’t.



Regulatory Environment

• Your organization may be bound to comply with 

certain regulatory requirements.

• Your supply chain may be bound, as well.

• Your customers may have expectations.

• PCI, HiTrust, COBIT, ISO can all serve as guides 

for good cyber security.   CSF is only one 

approach.
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CSF Functions and Actions
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Develop an organizational understanding to 

manage cyber security risk to systems, 

people, assets, data, and capabilities. These 

are fundamental cyber security activities.

Actions:

• Conduct an asset inventory.

• Review your users and their access/authorizations.

• Find and classify your data.
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Develop and implement the 

appropriate safeguards to 

ensure delivery of critical 

infrastructure services.

Actions:

• Know your critical services and infrastructure.

• Review current block and tackle.

• Deploy people, processes, and technology.
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Develop and implement 

appropriate activities to identify 

the occurrence of a cyber 

security event.

Actions:

• Collect internal logs and external intel.

• Assimilate and correlate to see events.

• Develop “eyes on glass.”
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Develop and implement the appropriate 

activities to take action regarding a 

detected cyber security event.

Actions:

• Establish a quarantine program.

• Collect forensics.

• React and report.
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Develop and implement the appropriate 

activities to maintain plans for resilience 

and to restore any capabilities or 

services that were impaired due to a 

cyber security event.

Actions:

• Get back to normal…or to a new normal.

• Develop lessons learned.

• Prepare for the next incident.



Takeaways

• Know your organization.

• Do what you believe is essential.

• Explore and select an appropriate Tier.

• Develop a target Profile.

• Prioritize and plan your work.

• Understand connections between expectations.

• Request a budget, expense and capital, as needed.

• Do the hard work.  If it matters, it matters.

• Measure your success.
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Thank You

Link to NIST CSF:

https://www.nist.gov/cyberframework/new-framework#basics

Alan Levine | Pittsburgh, PA

https://www.nist.gov/cyberframework/new-framework#basics

